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Internet. Commissioned in 1969 by the U.S. Department of Defense as the ARPANET (Advanced Research Projects Agency Network), the internet was designed to serve as a decentralized military communication system that, as a result of its decentralized nature, would continue working even if parts of it suffered a military attack. Technically, therefore, the internet is a decentralized worldwide system of computer networks that allows for the exchange of data among networked computers through a technology called packet switching and through standardized protocols that enable this exchange. Through packet switching, messages (in the form of emails, audio, video, or other file formats) are broken down into small packets of digital information, each with address and reassembly instructions, to be sent via the most efficient routes to their destination, where they are reassembled. Unlike circuit switching, which was used in traditional telephone services, packet switching does not require a single consistently maintained line, or circuit, between two points. Instead, by breaking messages down into smaller packets that can travel independently, packet-switching technology takes optimal advantage of bandwidth and enables data exchange among millions of networked computers with unprecedented speed, reach, and interactivity. 

Socially, through its unprecedented speed, reach, and interactivity, the internet has in many countries and communities become the main means by which individuals, communities, governments, civil society organizations, businesses, and other entities communicate and interact. Between the early 1990s, when the internet first became available for public and commercial use, and 2006, its usage had grown to almost 1 billion users (http://www.internetworldstats.com/stats.htm). These users take advantage of a multitude of communication technologies that constitute the internet, such as the World Wide Web, Email, Instant Messaging, Usenet groups, to engage in a range of activities, including reading and writing, telephoning, sharing photos and videos, buying and selling, banking, investing their assets, planning trips, finding travel directions, getting healthcare advice, playing games, making friends, finding partners, finding employment, conducting research, completing their work, collaborating in teams, serving customers, participating in political activism, voting, and much more. The list is as eclectic as it is long. 

All of these online activities involve interactions among individuals, corporations, civil society organizations, businesses, and other entities, during which personal data about individuals can be tracked, collected, archived, shared, copied, manipulated, transferred, or exposed—often without the individual’s knowledge. For example, different technologies can track the Web sites users visit, including previous and subsequent Web sites; what they read; how much time they spend on a given article; what they buy, where, and when; what ads they view and for how long; what personal data, including financial data, they enter into Web forms; what software they are using; what emails they read, including when and where (in what city) they read them, or to whom they forward emails.  Online newspapers, for example, have records of the political or other interests of their readers, and online bookstores have records of what books their customers have viewed or purchased (on any topic, including health topics, finances, etc.). 
The internet privacy landscape has become so confusing and increasingly sophisticated that some have decided it is hardly possible any longer to expect any form of data privacy; as Scott McNealy, CEO of Sun Microsystems said in 1999, “You have zero privacy anyway. Get over it.” (as cited in Wired News, http://www.wired.com/news/politics/0,1283,17538,00.html). Others agree that the internet could indeed become the ultimate data surveillance technology, but add that the technology does not by itself allow for the exploitation of personal data, but rather that internet technologies as well as the public policies that regulate their design and use reflect the interests of different stakeholders in access to personal information or in its protection (Gurak, 1997, 2001; Lessig, 2005). The ways in which these interests are negotiated in the context of the internet have significant implications for a person’s right to self-determination; personal safety (especially for victims of crimes, e.g., of domestic violence), medical and financial privacy; risk of suffering identity theft; opportunities for free political deliberation, dissent, and activism; and access to employment opportunities.
This entry provides an overview of the nature and trends in internet privacy, focusing on three questions: First, how has the internet reshaped the privacy landscape; second, how does internet privacy affect different stakeholders and what new organizations and entities have emerged to advance the divergent interests of these stakeholders; and third, what main technical tools, concepts, and practices have emerged to track and access or protect personal data. Granted, this issue will be an on-going one, changing as new technologies develop, new rules are created, and the legal systems work to keep up with the challenges. Hence, the entry ends with both print and Web resources for more up-to-date information.

How the internet reshapes the privacy landscape

It is both through its technical design and the social uses to which this design is being put that the internet allows for the privacy landscape to be redefined. First, as a packet-switching technology, the internet allows for massive access to and instantaneous surveillance of millions of messages. It thus allows for new ways of scanning and intercepting large amounts of data or packets rather than simply a connection between two points of a traditional phone line or simply a print letter. 
Second, compared to paper-based data records, privacy on the internet is changed through the proliferation and transferability of personal data as the internet allows for personal data to be processed and manipulated in ways previously unimagined. Data can now easily be shared, copied, searched, mined, compiled, compared, matched, combined, or transferred worldwide at the click of a mouse, leading to a proliferation of personal data and the development of what some privacy researchers have termed a “digital persona”—a collection of an individual’s data available in digital form. 
Third, privacy on the internet is changed as a result of the stickiness of digital data. Personal data have not only proliferated on the internet, but once there, they tend to be difficult for individuals to remove. For example, data may reside on servers to which individuals have no access, or they may remain cached (stored for easy retrieval) in search engines, or they may have been copied and sent on to other sites or discussion forums. Hence, the data remain in the system, creating a permanent searchable record, so that the extent to which individuals can control their data is decidedly reduced. 

Fourth, privacy on the internet is characterized by a lack of transparency in data collection practices. Given in particular the interests of businesses in collecting personal data from internet users for marketing, advertising, and other commercial purposes as well as the interests of thieves in obtaining personal financial data, technologies designed to collect personal data from internet users have proliferated, and for the most part, such technologies have been designed to make data collection unnoticeable. 
Fifth, because of the many online activities during which personal data can be collected, the many ways in which data can be compiled, and the many uses to which data can be put, the internet raises the stakes of privacy. More data are at stake more frequently for more uses—many of them unauthorized by the individual.
In essence, privacy issues are different on the internet than in previous paper-based data storage and communication systems both quantitatively and qualitatively because personal data proliferate, can be manipulated for an unprecedented array of uses, are more difficult for individuals to control, can be collected more easily without a person’s awareness, and therefore have greater consequences for individuals. 
The stakes in internet privacy

The stakes in internet privacy are high for all stakeholders, including the main stakeholder groups: individuals, businesses, and governments. Naturally, the stakes for these groups are complex; what follows is therefore a brief discussion of some of the main interests in access to or the protection of personal data on the internet.
Individuals

Individuals have great interest in controlling access to their personal data because the loss of their data can have devastating consequences now that their data can be collected without their awareness, can be copied and transferred easily to anyone, and mixed and matched with any other data that may be available about them. One of these consequences is identity theft, a kind of crime in which a person’s personal data (e.g. ID numbers, address, financial information) is used by someone else who assumes the identity of that person in order to obtain credit or money or to commit a crime in that person’s name. For the victims of identity theft, re-establishing their credit record or clearing a criminal record in their name can be both time-consuming and costly. With identity theft having become the fastest growing crime in many countries, the costs associated with the crime have skyrocketed into billions of dollars, not to mention the emotional distress victims experience. 
In addition, individuals also have great stakes in protecting their personal information from access by governments or other individuals, especially if individuals are engaged in social, political, or environmental activism and use the internet to express dissenting views, to organize public deliberations with fellow citizens, or to fight for social justice. Perhaps even more important, citizens who believe that their personal information and whereabouts can be easily tracked and monitored may begin to abstain from expressing dissenting views or engaging in civic activism. As a result, a lack of data privacy may inhibit free speech and open democratic deliberation.
The extent to which personal data about individuals is available can also have important implications for the interaction of individuals with businesses as their customers or as employees. As customers, for example, individuals may find that their credit worthiness for important purchases such as homes or cars depends on the amount and type of information a business has available about them. Moreover, personal data collected by businesses, e.g., airlines, is also used increasingly by governments. As employees, individuals may find that their opportunities for employment or promotion increasingly depend on the amount and type of information businesses are able to collect about potential or current employees from various sources as well as through monitoring them at work.
To advance the privacy rights of individuals, a number of nonprofit organizations and advocacy groups have emerged that track privacy trends and legislation, educate citizens about privacy, lobby governments, testify in legislative hearings, and contest legislative proposals that may infringe on individual privacy rights. The Electronic Privacy Information Centre (EPIC, www.epic.org), a public interest research center based in Washington, D.C., for example, has researched privacy issues since 1994, alerted the public to privacy legislation as well as government and corporate privacy practices, and filed lawsuits against infringements. Similarly, Privacy Rights Clearinghouse (http://www.privacyrights.org/), a California based nonprofit consumer advocacy group, has raised consumer awareness of privacy issues, provided a hotline for victims of privacy violations, and supported consumers in filing complaints since 1992. Internationally, Privacy International (PI, www.privacyinternational.org), a human rights group based in London, UK, has served as a watchdog on government and corporate privacy practices since 1990. 

Businesses

Conversely, businesses have strong interests in personal data for a number of reasons. On the one hand, the success of internet commerce depends on the level of control customers have over their personal data. In fact, some studies have shown that customers shy away from internet commerce or abandon their online shopping carts if they are unsure about their privacy, resulting in billions of dollars of lost business (e.g., Gellman, 2002). On the other hand, businesses depend on personal data about customers in order to rate their credit worthiness, to target marketing and advertising strategies, or—in the case of the software and entertainment industries—to track customer use of software and digital files (e.g. music files, CDs, and DVDs). In addition, businesses also depend on personal data from employees to make hiring and promotion decisions (e.g., by using credit ratings, medical data, and criminal records or monitoring web surfing, email use, keystrokes, or desktops of employees). 
This increased interest in and need for personal data on the internet have given rise to entire new industries devoted to the collection, sale, or protection of personal data. For some businesses, collecting or selling personal data has become the main source of revenue. For example, online marketing and advertising businesses such as Clickstream Technologies collect information about Web-browsing and purchasing patterns of customers in order to compile and sell customer profiles and to deliver targeted advertising to these customers. Similarly, large commercial data brokers such as ChoicePoint have emerged to collect and combine all imaginable personal data about individuals to provide employment and background checks for businesses, including insurance and marketing companies, as well as for government law enforcement agencies. For these industries, unconstrained access to and use of personal data is an important source of profit. However, as businesses, these data collection entities are not accountable to the public, nor do individuals know what information is being collected about them or how it is used. As a result, when ChoicePoint, for example, inadvertently sold personal data on Americans to a ring of identity theft criminals, affected individuals had no access to the data that was being sold about them.

Other industries that have great stakes in accessing people’s personal information, specifically in tracking their usage of digital files, are the software industry and the content or media industry (e.g., film and music producers and publishers). Because software, music files, movies, books, and other content in digital format can be easily copied and shared, these industries are concerned about copyright infringement and therefore have great interest in tracking how their customers use digital media and content files. To address this need, a technology industry around digital rights managements has emerged. Digital rights management (DRM), the control and constraints copyright holders place on the use of their digital files, has a number of privacy implications. Some DRM systems, for example, require users to identify themselves with a username and password in order to gain access to files. As a result, the systems are able to track the files a particular individual watches or reads. Other DRM systems use a default of assigning a randomly generated “Globally Unique Identifier” (GUID) to a computer, which can then be used to keep track of the downloading and playing of media files on a particular computer, a technology that is used, for example, by the Microsoft Media Player software.
However, some DRM software can leave internet users particularly vulnerable to privacy invasion as the widely publicized case of SONY’s digital rights management software on its music CDs showed. The company had installed XCP (Extended Copy Protection) software on a number of its recent CDs to prevent its customers from making more than three backup copies of a particular CD. The software installed itself in the operating system of the customer’s computer, consistently monitored all processes, thus putting great stress on the customer’s hard drive. Moreover, to hide its existence and its monitoring activities, the XCP software used rootkits, a technology designed to hide files, software codes, and running processes from systems and diagnostic and anti-spyware software. This technology allowed internet malware, software intended to control or harm a person’s computer, to remain hidden from users’ view as well, thus increasing users’ vulnerability to such internet malware. The XCP software also came without uninstall features. Those customers who were able to find the XCP software and tried to uninstall the software risked damaging their operating system and CD-ROM drives. When SONY finally supplied an uninstaller, one of its components remained active, which left customers even more vulnerable, allowing any Web site the customer would visit to potentially take over the customer’s computer. 
As these examples show, businesses have great stakes in access to individuals’ personal information and therefore tend to favor policies that allow businesses to self-regulate their privacy practices in engaging with customers. Moreover, regulations requiring provisions for customers to access, correct, or erase their personal information in business databases could be costly. To advance these interests in self-regulation, businesses have formed lobbying associations such as the Privacy Alliance (www.privacyalliance.org) to influence legislators in the USA and in Europe. In addition, they have developed voluntary privacy seal programs such as TRUSTe (www.truste.org) and BBBOnline (www.bbbonline.org) to implement self-regulation initiatives. The TRUSTe program, one of the most popular self-regulation initiatives, provides oversight and a resolution process in addition to guidelines for privacy policy development. For example, the program allows users to notify TRUSTe of any apparent misuses of the TRUSTe mark and offers to investigate complaints. Yet TRUSTe is funded by some of the corporations it serves, resulting in a conflict of interest if the program were to investigate one of its sponsors. BBBOnline is another industry-sponsored self-regulation initiative that is similar to TRUSTe but which adds the customer recourse options of the Better Business Bureau. In addition, the program features monitoring services, consumer dispute resolution, and a compliance seal. Consequences for noncompliance include seal withdrawal, publicity, and referral to government enforcement agencies. However, the program does not provide legal redress mechanisms. 

Governments

Governments likewise have great stakes in the personal information of individuals, for example, to fulfill their missions such as providing law enforcement services, regulating traffic, and providing social services or to monitor political activists, dissidents, or government protesters. In addition, governments create legislation to mediate the interests of individuals and businesses in accessing and protecting personal data. 
To pursue their missions, governments have used both technologies and public policies to respond to the changing data privacy landscape on the internet. One of the most famous examples of technology development for access to personal information for law enforcement was the Carnivore software (later renamed Digital Collection Software or DCS 1000) developed by the Federal Bureau of Investigation (FBI). Together with other software packages in the FBI’s Dragonware software suite, Carnivore was able to sniff out or identify, reassemble, and analyze data packets from individuals based on certain information (e.g. the individual’s computer IP address or a certain set of keywords) in order to search through internet data of suspects. Carnivore has now been replaced with commercially available packet sniffers. 
Another well-known technological proposal to provide for easy access to the personal data of individuals was the so-called Clipper Chip proposed by the Clinton Administration. This encryption initiative was designed to set a standard for the encoding of voice transmission, and a similar chip called Capstone was envisioned as a standard for the encoding of internet data. In both cases, the government envisioned holding the keys to the encryption code in order to facilitate easy access to the encrypted data of individuals once legal authorization had been granted. The initiative was met with protest nationally as well as internationally and has since been abandoned.
Combined with technological approaches, governments have also developed legislation in order to regulate the extent and the circumstances under which the personal data of individuals can be accessed by government agencies to pursue their missions in the changed internet privacy landscape. For example, the 1986 Electronic Communications Privacy Act (ECPA) regulates government access to electronic communication in transit and in storage, requiring government agencies to obtain warrants or court orders to intercept or access electronic communications of individuals. Other laws have expanded regulations to cover access to personal data in the internet context as well. To ensure the ability of law enforcement to wiretap phone calls over the internet, for example, the Federal Communications Commission ordered broadband and internet telephony providers to make their systems wiretap friendly. In this way, the Commission extended the 1994 Communications Assistance for Law Enforcement Act (CALEA) to internet telephony as well, although CALEA was originally designed to require Public Switched Telephone Network service providers to make technological accommodations in order to facilitate wiretapping by law enforcement. 
More recently, the 2001 PATRIOT Act (“Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001”) has also expanded law enforcement access to personal internet data. For example, the Act increased the range of data types (e.g., session times and duration) about individuals the government can request from Internet Service Providers. The act also redefines wiretapping to include not only dialed phone numbers, but also the addresses of Web sites and email messages. In addition, the Act also authorizes roving wiretapping (intercepting and accessing data trails an individual leaves regardless of his or her location) and requires the cooperation of public organizations such as libraries with such wiretapping. For example, it requires that librarians hand over internet sign-up records such as URLs, email data, as well as session data such as keywords typed into search engines.
In addition to creating legislation to support government missions in the changed internet privacy landscape, governments also create legislation to negotiate the interests of all stakeholders. For this purpose, governments have taken different approaches depending on their legal traditions and on the role privacy has played in the legal system. For example, the European Union, which includes personal privacy as a fundamental human right in its Charter of Fundamental Rights of the European Union, has favored a comprehensive approach to electronic data protection. Accordingly, the 1995 EU Data Protection Directive guarantees the right of individuals to control their personal information. The Directive stipulates among other things that all member states create independent data protection authorities where data collection initiatives must be registered and which also have the power to hear complaints from citizens about violations of their data protection rights, to audit entities collecting personal information about individuals, and to take legal action against infringements of data protection rights. The Directive applies to all sectors of society, all activities, and all stakeholders, including governments and businesses. 
In contrast, other governments, rooted in other legal traditions, have taken what is often termed a sectoral approach to the regulation of data privacy, regulating particular aspects of data protection, such as particular software or particular types of data, e.g. health or financial data, in separate laws. In the United States, for example, several thousand data privacy laws are proposed every year at the federal and state levels and several hundred are implemented. In line with the sectoral approach, some laws apply to different stakeholders while others apply to different areas of concern. For example, the 1998 Children’s Online Privacy Act (COPPA) applies specifically to children under the age of 13, requiring commercial Web sites to obtain explicit parental consent before collecting personal information from children. 
Other legislation applies to specific areas of concern. The 1998 Right to Financial Privacy Act and the 2003 Fair and Accurate Credit Transactions Act (FACTA) along with other legislation, for example, regulate the collection of personal financial data while the 1996 Health Insurance Portability and Accountability Act (HIPAA) regulates the privacy of medical information. Finally, some legislation is specifically targeted at particular practices or technologies such us restricting the secret installation of unwanted software on a person’s computer or requiring businesses to notify individuals if their data has been exposed as a result of a security breach. While some argue that the sectoral approach allows for more targeted legislation, others argue that keeping track of a large number of laws is confusing for individuals and is unlikely to cover the complexity of data privacy issues and technologies.
Technologies and practices designed to capture and access Internet users’ information

When people use the internet, personal information about them is captured and accessed in a number of ways. First, the general internet activity of users is logged and captured on their computers, the Web sites they visit, and the servers of their internet providers. Second, as they use specialized Web services such as search engines, e-commerce Web sites, internet telephone services, or filesharing services, users leave trails of personal information that can be captured and used for various purposes. Third, internet users encounter increasingly sophisticated technologies designed for the sole purpose of accessing and monitoring their personal information and internet activities.
Trails of Personal Data Captured from General Internet Use
Simply by using the internet, individuals leave trails of information that can be captured in numerous ways, for example, by their browsers on their computers, by the Web sites they visit, by the companies that provide their internet services (ISPs), and by Web site registration protocols in the form of the WHOIS database. 
Browser Records. Browsers such as Internet Explorer, Netscape, or Mozilla Firefox capture internet users’ Web surfing patterns in a number of ways. For example, browsers capture a history of sites visited, creating a record of when which site was visited. In addition, browsers store the addresses of previously visited Web sites for a set period of time in the drop-down address bar. Moreover, computers store Web sites and images in a cache, a storage area for copies of internet files, so that they load faster and do not have to be retrieved again and again. The computer hard drive also stores temporary internet files, usernames, passwords, and other information. All of this information can be easily accessed by anyone who manages to obtain access to the user’s computer.
Clickstream Data. Clickstream data, sometimes also called clickpath data, is a logged record of what a person does while visiting a Web site. A clickstream can contain all the pages users visit, the time users spend on a given page, the order in which they view the pages of a Web site, the search terms they enter, where users came from, where they are going, a user’s server address, their screen resolution, browser preferences, operating systems, the date and time of the visit, documents downloaded, addresses of received and sent emails. Clickstreams can be traced both by ISPs and by Web sites. Often used to help understand how effective or attractive particular Web site features are to visitors, clickstream data are of great interest to marketers and advertisers. An entire industry has sprung up to produce software that analyzes visitor clickstreams and produces live graphic representations of user activities on the Web site.

ISP Records. Internet service providers are companies that provide individuals, organizations, or businesses with internet access, including access to email and Web hosting. Accordingly, ISP log files can contain a record of all of this activity of an internet user (e.g., what emails users wrote to whom and when, what Web sites or files they downloaded when, which chat room they visited, or with whom they engaged in Instant Messaging conversations). If requested by law enforcement, ISP records in the United States must be stored for up to 90 days according to the 1996 Electronic Communication Transactional Records Act. However, the debate currently continues over whether ISPs should be required in general to keep these logs for a certain duration and if so, for how long. Recently, the PATRIOT Act has also increased the range of data types (e.g., session times and duration) to be handed over to law enforcement officials. 

WHOIS Database. Internet users who wish to have their own Web site with their own domain name, such as their family or company name, must request and register their domain name with a Domain Name Registrar, a company that is authorized by ICANN (the Internet Corporation for Assigned Names and Numbers), the nonprofit organization which was charged by the U.S. government to manage the internet domain name system and other technical processes. A domain name is an easier-to-remember textual representation of an Internet Protocol (IP) address, which is a somewhat complicated string of numbers, e.g., 17.254.3.183, assigned to every computer on the internet as a unique ID—somewhat like a telephone number. The Domain Name Registrar makes sure the domain name is unique and enters it with the matching IP address into a central registry, so that other users can find the Web site or send email to the user. 

In addition, current ICANN procedures stipulate that domain name registration also requires accurate personal contact information from the Web site domain owner, which along with the technical information is to be entered into a publicly available WHOIS database currently overseen by Network Solutions, Inc. Although originally intended to help network administrators look up technical details and contact information for Web sites to solve technical problems, the WHOIS database presents privacy problems for Web site owners because anyone can find out their personal contact information. For example, if a family maintains a Web site with the photos of children, a pedophile would only need to query the WHOIS database to find out where the family lives. Or similarly, if a political dissident group maintains a Web site, the WHOIS database would make the contact information of the person who registered the site publicly available. Public display is the default setting; sometimes, for an additional fee, however, registrars will list alternative (“proxy”) contact information to keep the user’s personal contact information out of public view. However, there is considerable debate whether individuals should have the right to register domain names without having their personal contact information publicly available in the WHOIS database. In February 2005, the National Telecommunication and Information Administration, for example, prohibited private registrations for .us domains. 

Trails of Personal Data Captured from Using Specialized Internet Services
When using various specialized internet services such as search engines, online shopping Web sites, internet telephony (VoIP), or file sharing networks (P2P networks), individuals also leave a trail of personal data that can make them vulnerable to privacy invasions. 
Search Engines and Related Services. Search services can present privacy problems because search terms can be logged together with the computer’s IP address in Web logs. Moreover, if search engines use authentication, i.e., ask users to log in with their username and password, they can create a profile of a user’s search history. The most widely used search engine, Google, for example, offers a personalized search service that allows users to log in and to keep track of their searches. While the search engine allows users to delete items from their search history, these items are usually erased only from the Web, but not from Google’s internal systems. Like other data, all of this search data can be subpoenaed by governments as the recent case of the Bush administration’s subpoena of search data from Microsoft Network (MSN), Yahoo!, America Online, and Google shows. In an effort to achieve its law enforcement objectives in the area of internet pornography, the administration had requested data about the searches of millions of search engine users.
Moreover, search engines increasingly offer a wide array of services that allow them to integrate user information from multiple activities. For example, Google offers a wide range of such converging services, all of which have increasingly complex privacy implications. In addition to its personalized search service, Google’s Gmail email service allows for unlimited storage of email messages—more data that can be scanned for a profile, which can be matched with billing information from Google’s planned payment services. In addition to the increasing convergence of services and hence user data in the hands of one entity, geographic search services of satellite images tied to global positioning systems (GPS) such as Google’s new Google Earth search have raised privacy concerns about the ability of such a function to facilitate stalking and tracing an individual’s whereabouts, especially once resolution improves.

E-Commerce Profiling. Similarly, on e-commerce Web sites such as the online bookstore amazon.com, users are being profiled based on their purchasing habits, product reviews, wish lists, and gift giving habits. Most recently, for example, the company has announced a new profiling technology designed to create databases of gift recipients, guessing their personal information (e.g., gender, age, interests, etc.) based on the gifts that are being sent to them. In this way, the company is creating user profiles even of those who never use the site, but who simply happen to be the recipient of a gift sent by an online shopper. As a result, these individuals may not even know that someone is creating a profile of their personal information, let alone be able to correct the information the profiling system is guessing about them. 
Voice over the Internet Protocol (VoIP). Using microphones and headsets, users can telephone directly via their computers or they can also connect from their computers with analog telephone users. Most VoIP systems route phone calls through a central server, so that phone calls can be easily tapped or rerouted to law enforcement officers requesting access to them. To ensure the capability of wiretapping VoIP phone calls, the Federal Communications Commission in the United States recently ordered broadband and VoIP providers to accommodate wiretaps. 
P2P File Sharing. Peer-to-Peer (P2P) software such as KaZaA, Gnutella, or Grokster allows computers to both share files from their hard drives and access files on the hard drives of other computers (“peers”) in a network using the same P2P software and hence having the same file sharing capability. In other words, computers with the same P2P software can choose to connect with any other computer in the same network. However, P2P software requires active security management, which many users are not aware of. As a result, users may—without their knowledge—be sharing files or allow others to access their computer functions. In addition, P2P software has often been infested with spyware, without any warning notifying users that they are downloading unwanted software along with the P2P software.
P2P-based VoIP. P2P networks are also increasingly being used for VoIP services such as the popular Skype program, which also allows for Instant Messaging, searching, and file sharing. P2P-based VoIP systems allow users to network each other’s computers for free internet telephony, which raises its own set of privacy issues. Although Skype, unlike regular telephone services or server-based VoIP, is encrypted, it is currently not clear how secure that encryption is. Also, while Skype does not record voice conversations, it keeps histories of IM exchanges, which could be read by spyware programs or other intruders. And although Skype uses P2P networks to transmit phone calls, the system uses a central server-based system for authentication, so that users could easily be tracked by law enforcement officials or by others interested in analyzing network traffic and finding out who is calling whom.

Technologies and Practices Designed to Access Data from Internet Users
In addition to Web services capturing and compiling personal information about users, other technologies and practices are designed for the sole purpose of accessing or monitoring internet users’ personal information—usually without their knowledge or consent. These technologies include, for example, cookies, web-bugs, packet sniffers, and spyware in addition to deceptive practices such as phishing and pharming. 

Cookies. Cookies are small text files of information sent from a Web server (a networked computer that stores information, which users from other computers can request through their Web browsers, email software, and other software programs) to an internet user’s computer while the user is visiting a Web site. For the most part, these text files contain a unique ID assigned to a user by a Web site, which can then be linked to the activities the user engages in while visiting the Web site, and which can be logged in a database linked to the cookie ID. The cookie file is stored on the user’s computer and can be accessed by the server every time the user requests information (e.g., clicks on a link on the Web site). Some cookies are stored permanently on the user’s computer (until the user deletes the cookie or until it reaches its set expiration date), while others are set to be erased once the browser is closed (called session or transient cookies). Cookies are usually designed to keep track of what a user does on a Web site, to store in a database and remember information entered (e.g., a username and password, products purchased, credit card information), to customize advertising to user preferences, to keep track of purchases in an online shopping cart, and to keep track of how many times an ad has been viewed. While internet users could technically adjust their browser settings to refuse cookies, practically without cookies, they would be excluded from most services as most Web sites use them. 

Usually only the Web site that sent the cookie can read it. However, some Web sites, especially those of marketing and advertising companies, which provide ad placement services to other Web sites, can place cookies that can be used to track users’ activities across many Web sites. These so-called third-party or tracking cookies usually serve to ensure that ads are targeted to the interests of the Web site visitor; for example, a user who has clicked on baby toys will likely get ads for other baby products. However, these third-party cookies have also been used to create profiles of user surfing habits and interests. For example, Doubleclick, the most prominent internet marketing company, can track every Web site a person visits, every article they read, every purchase they make, and so on. They could technically also link an internet user’s entire purchase history and other data to a person’s contact information, and then sell such a database. This was originally the plan of Doubleclick when it merged with Abacus, a mail order management company, in order to create comprehensive customer profiles, a plan it had to abandon after a large public outcry and a class-action suit. 

Web-Bugs. Web-bugs (also called one-pixel gifs, web beacons, tracking bugs, or transparent gifs) are small invisible images—usually only 1x1 pixel and kept in the color of the Web page or email background—that are often used in combination with cookies to track who has visited a Web page or read an email message (only email messages in html format), how much time they spent on it, and how often they have read the page. They are, for example, frequently used by spammers to determine whether their spam email has been read and whether the email address is active. When a Web site is called up or a message with a Web-bug is read, the browser or the email system automatically requests the Web-bug image from the server, thus letting the sender know that the page or email message is being read. 
Web-bugs have also been used by companies, e.g. Rampellsoft (http://www.rampellsoft.com) to develop a “DidTheyReadIt” service for email users who would like to know whether, when, and where their email has been read by the intended addressee (without the addressee’s knowledge). To spy on their addressee’s response to their email, senders add “.didtheyreadit.com” to the recipient’s email address to route it through the DidTheyReadIt server, which then attaches a Web bug and maintains a connection with the recipient’s mail server to determine how long the email message remains open on the recipient’s server. It can monitor how often the recipient (including those to whom the email was forwarded) open the email, how long they keep it open, what IP address the recipient is using, which can also be tracked to a geographic location such as a city.

Packet Sniffers. Packet sniffers are programs designed to monitor the traffic on a computer network. These programs look at, or “sniff,” each packet of information on the network and are able to monitor who reads and sends what email to whom with what content or who downloads what Web pages with what content. They can be set to look for specific words or other data or to simply monitor all data flow. They are frequently used to monitor employee communication in the workplace. The most well known packet sniffer is Carnivore (see above).
Spyware. Spyware is a type of malware—a piece of software (including viruses, worms, etc.) designed to take control over another person’s computer, to inflict damage to a person’s computer, or to execute other tasks without the consent or even awareness of the victim. For example, some spyware such as Back Orifice or Netbus can log keystrokes on a user’s computer, lock the computer, restart it, read files on the computer, or turn on the computer’s microphone and transmit the user’s voice over the internet. 

Spyware is designed to observe internet users without their knowledge and to obtain their personal data. Users usually install the software unknowingly when opening email attachments, sharing files in P2P networks, or downloading so-called free software from the internet such as free screen savers, cell phone ring tones, browser upgrades, or other such presumably free software. They can also become the victim of attacks on their browser when accidentally coming across a Web site of a spyware distributor and thus have the spyware forced on them. Sometimes, they can also contract the spyware from viruses or worms.

Spyware can monitor a user’s email, Web-browsing habits, and keystrokes (and hence record passwords, credit card information, or any other personal data entered into Web forms). The software can also reroute payment information to a fraudulent Web site, tamper with firewalls or anti-virus protection software, serve pop-up ads, redirect dial-up access to an expensive long-distance service, alter home page settings, or change search engine results. These types of software are usually designed for commercial gain in some form, for example, to steal financial and other personal data for identity theft or to collect personally identifiable information about users’ shopping habits, preferences, or Web browsing patterns for marketing and advertising purposes. In addition, spyware programs take up processing power, slow down the user’s computer, and have become the main reason for requests for technical support.

Spyware can be particularly difficult to notice because it is increasingly designed to conceal its existence and activities often in the form of rootkits—technologies designed to hide files, software codes, and running processes from systems and diagnostic and anti-spyware software. At the same time, spyware is increasingly designed to make it difficult to uninstall, in some cases resulting in damage to the computer system. Given the pernicious and hidden nature of spyware, it is perhaps not surprising that according to a 2004 survey by America Online and the National Cyber-Security Alliance, more than 80% of survey respondents were found to have spyware on their computers, with almost 90% of these respondents being unaware of it.

Phishing. Phishing is the crime of sending fraudulent emails presumably in the name of banks or e-commerce Web sites such as eBay or PayPal and tricking email recipients into entering their personal information (including passwords, user names, address information, and credit card numbers) into a fraudulent Web site. Both the email and Web site are usually designed to appear authentic, which makes it difficult for victims to notice the fraud. In addition to emails, phishers also attempt to collect personal data on other Web sites, for example, by fraudulently misrepresenting themselves as potential employers to job seekers on career Web sites. In any case, phishers either sell the stolen personal data in online markets or use it directly to obtain credit, make purchases, or pursue criminal activities in the victim’s name. 

Pharming. Pharming is the deceptive practice of redirecting internet users to fraudulent Web sites without their knowledge to trick them into entering their personal information into the fraudulent site. To redirect users unknowingly, hackers email a virus to victims to alter the DNS (Domain Name System) entries, the list of names that are matched to specific IP addresses (e.g., “apple.com” for “17.254.3.183”) for previously accessed Web sites that have been stored on the victim’s computer. Hackers may also attack the entire DNS server and alter its list of domain names, in which case all users who wrongly believe to be going to ebay, for example, actually end up going to a fraudulent Web site.

Technology to protect user information or to make data collection more transparent
Just as a whole industry has developed to monitor and track people and to collect their personal information, another industry has developed to provide solutions to privacy invasion, so-called Privacy-Enhancing Technologies (PET). For example, in addition to common firewall systems—usually hardware and /or software designed to prevent unauthorized access to a computer, some companies offer anti-spyware programs (e.g., Microsoft Antispyware), which search the computer for hidden spyware and alert computer users to unauthorized software downloads. Others offer software to identify Web bugs (e.g., Bugnosis) or to manage cookies—so-called “cookie busters.” Yet others provide services for anonymous browsing and emailing, such as www.anonymizer.com or www.anonymize.net, or for encryption (e.g. software provided by the company “Pretty Good Privacy” at http://www.pgp.com), a technology that translates data into an unreadable format using a secret code or format accessible only to the intended recipient. An extensive list of additional software and service solutions for fighting internet privacy invasions is available from the Electronic Privacy Information Centre (http://www.epic.org/privacy/tools.html).

In addition, the World Wide Web Consortium (W3C), an international nonprofit consortium devoted to the development of technology standards for the World Wide Web, has developed a standard called Platform for Privacy Preferences (P3P) (www.w3.org/P3P) that provides internet users with more transparency and control regarding the data collection processes of Web sites. Using P3P enabled browsers, users can compare their privacy preferences with those of the Web sites they are visiting and forgo visiting Web sites whose privacy standards do not meet their expectations. However, P3P does not enable users to influence the privacy practices of the Web site for their visit or to access, correct, or erase their data, nor does it provide recourse if users feel their privacy was violated.

As a packet-switching technology that brings together almost a billion people into a shared communication network, the internet, then, offers new opportunities for interaction, including new opportunities for sharing and accessing personal data in unprecedented numbers and in unprecedented ways. These opportunities redefine the emerging internet privacy landscape by allowing for massive access to increasingly proliferating and easily transferable data that can be difficult to retract and control for users and that are often collected without their awareness.  At the same time, the internet raises the stakes in data privacy. More data can be collected in more ways for more uses than ever before, affecting individuals’ access to employment opportunities, health services, and free political dissent and deliberation in addition to the opportunities for governments and businesses to pursue their missions. It is the negotiation of these stakes through policies and technologies that ultimately shapes the emerging and constantly changing internet privacy landscape. 
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